EXPERIMENT – 4
Advanced wire shark features
Aim of the experiment:  How we use advance wire shark features
Learning Objective/Theory
At the end of the experiment, we will be able to
•	Use one of the best packet sniffing tools i.e., “Wireshark”.
•	Control upon ports, protocols and data packets.
•	Quick protocol identification.
•	Start capturing and analysing packets
Step: 1
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· First go to view then select coloring rules.
Step: 2 
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· Select any protocol to change its foreground and background colors for better analysis.












Step: 3
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· Here we choose tcp protocol and changed its foreground color to red and background color to black.
Step: 4 [image: ]
· In this step we found the tcp packet is colored according to the before preference that is foreground color red and background color black.
Conclusion: we success full coloring tcp packet
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Frame 356: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface \Device\NPF_{BA6A5C6F-9184-48F5-AC33-D3860A0420D8}, id @
Ethernet II, Src: ©4:42:1a:85:a4:26 (04:42:1a:85:a4:26), Dst: D-LinkIn_4f:b0:22 (18:0f:76:4f:b0:22)

Internet Protocol Version 4, Src: 10.1.3.44, Dst: 104.16.104.139

Transmission Control Protocol, Src Port: 50139, Dst Port: 443, Seq: 1, Ack: 1, Len: 1




