EXPERIMENT -5
Security packet analysis

Aim of the experiment – how to analysis a network packet
Step: 1
[image: ]

· Search the protocol that want to analysis
· Here we search for tcp protocol and the analysis it.
· Then source port is 49903 and destination port is 443






Step2:
[image: ]
· In here we search TLS packet and analyzed it

Conclusion:
 We successfully analysis a network packet.
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No. Time Source Destination Protocol Length Info
25 9.218523 10.1.3.44 13.250.217.116 TLSv1.. 134 Application Data
31 0.294613 13.250.217.116 10.1.3.44 TCP 60 443 > 50484 [ACK] Seq=1 Ack=81 Win=128 Len=@
793 6.354809 10.1.3.44 20.42.65.88 TLSv1.. 883 Application Data
794 6.354851 10.1.3.44 20.42.65.88 TLSv1.. 3879 Application Data

Frame 858: 1494 bytes on wire (11952 bits), 1494 bytes captured (11952 bits) on interface \Device\NPF_{BA6ASC6F-9184-40F5-AC33-D3860A0426D
Ethernet II, Src: ©4:42:1a:85:a4:26 (04:42:1a:85:a4:26), Dst: D-LinkIn_4f:b0:22 (18:0f:76:4f:b0:22)
Internet Protocol Version 4, Src: 10.1.3.44, Dst: 20.42.65.88
Transmission Control Protocol, Src Port: 49903, Dst Port: 443, Seq: 1, Ack: 1, Len: 1440
Source Port: 49903
Destination Port: 443
[Stream index: 1]
[TCP Segment Len: 1440]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 410129602
[Next sequence number: 1441 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 4126965749
a1a1 = Header length: 20 hvtes (5)
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Source Port: 49903
Destination Port: 443
[Stream index: 1]

[TCP Segment Len: 3825]
Sequence number: 838
Sequence number (raw):
[Next sequence number:
Acknowledgment number:
Acknowledgment number (
o101 .

(relative sequence number)

410130431
4655

1 (relative ack number)

raw): 4126965749

= Header length: 2@ hvtes (5)

Frame 794: 3879 bytes on wire (31032 bits), 3879 bytes captured (31032 bits) on interface \Device\NPF_{BA6A5C6F-9184
Ethernet II, Src: ©4:42:1a:85:a4:26 (04:42:1a:85:a4:26), Dst: D-LinkIn_4f:b0:22 (18:0f:76:4f:b0:22)

Internet Protocol Version 4, Src: 10.1.3.44, Dst: 20.42.65.88
Transmission Control Protocol, Src Port: 49903, Dst Port: 443, Seq: 830, Ack: 1, Len: 3825

(relative sequence number)]
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