Experiment 6
Study of operating system finger printing

Aim of the experiment: How to gather information about an operating system.
Step: 1
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· In here we type sudo su to get super user permission “root” in kali linux
Step: 2
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· After getting root level permission we typed “netdiscover” cmd to check how many device connected to our LAN network



Step: 3
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· In here we got our target ip address and its host name is intel corporate
Step: 4
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· In here we type nmap -A <target ip> to get its details.
· -A used forosdetection,virsion,script scann,traceroute (MISC scan).










Step: 5
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· In here we type nmap -O <target-ip> -T5.
· -O used for os scan it gives us os details of target os system.
· Now It give us two port number which are running in the os system and some os details i.e. 1042-tcp and 1043- tcp.


Conclusion: – 
We successfully gathering the information.
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—(kali® kali)-[~]
—$ sudo sufl
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L—( oo @ )-[/home/kali ]
1 netdiscoverfl
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Currently scanning: 192.168.102.0/16 |  >Screen View: Unlque HOSTS

7 Captured ARP Req/Rep packets, from 4 hosts. Total size: 420

IP At MAC Address Count Len MAC Vendor / Hostname

192.168.43.1 14:d1:69:37:50:c6

240 HUAWEI TECHNOLOGIES CO.,LTD
192.168.43.162 28:16:7f:03:ba:2b

4
1 60 Xiaomi Communications Co Ltd
1
1

60 AzureWave Technology Inc.
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—/i nmap -A 192.168.43.105

tarting Nmap 7.91 ( https://nmap.org ) at 2021-11-0
tats: 0:04:16 elapsed; 0 hosts completed (1 up), 1
YN Stealth Scan Timing: About 19.00% done; ETC: 17:
tats: 0:04:23 elapsed; @ hosts completed (1 up), 1
YN Stealth Scan Timing: About 19.50% done; ETC: 17
tats: 0:09:08 elapsed; @ hosts completed (1 up), 1
YN Stealth Scan Timing: About 42.00% done; ETC: 17
tats: 0:13:48 elapsed; @ hosts completed (1 up), 1
YN Stealth Scan Timing: About 64.00% done; ETC: 17:
tats: 0:22:34 elapsed; 0 hosts completed (1 up), 1
SE Timing: About 0.00% done
map scan report for SANGRAM (192.168.43.105)
ost is up (1.3s latency).

8 17:12 EST

undergoing SYN Stealth
34 (0:18:03 remaining)
undergoing SYN Stealth
34 (0:17:57 remaining)
undergoing SYN Stealth
33 (0:12:34 remaining)
undergoing SYN Stealth
33 (0:07:45 remaining)
undergoing Script Scan

11 1000 scanned ports on SANGRAM (192.168.43.105) are filtered

AC Address: 18:26:49:64:63:8D (Intel Corporate)

oo many fingerprints match this host to give specific 0S details

etwork Distance: 1 hop
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[:—(root@ ‘= )-[/home/kali]
# nmap -0 192.168.43.173 -T5
Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-08 17:42 EST
Nmap scan report for LAPTOP-RTVROVHE (192.168.43.173)
Host is up (0.00044s latency).
Not shown: 998 filtered ports
PORT STATE SERVICE

MAC Address: 48:E7:DA:2B:10:11 (Unknown)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and

Device type: general purpose|firewa11

Running (JUST GUESSING): FreeBSD 6.X (95%), Microsoft Windows 10|2008 (93%), Juniper JU

0S CPE: cpe:/o:freebsd:freebsd:6.2 cpe:/o:microsoft:windows_10 cpe:/o:microsoft:windows

1 cpe:/o:juniper:junos:10

Aggressive 0S guesses: FreeBSD 6.2-RELEASE (95%), Microsoft Windows 10 (93%), Microsoft
(FreeBSD 6.3) (86%), Juniper SRX-series firewall (JUNOS 12.1) (86%), Microsoft Windows

0S 10.4 - 12.1) (85%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop




