Java Networking Overview

The Java Networking APl (j ava. net ) provides the interfaces/classes for the following functions:
o Addressing
Making TCP connections
Sending/Receiving Datagram Packets via UDP
L ocating/ldentifying Network Resources
o Security
o Authentication

0 Permissions

The goal of thisdocument isto provide a high-level overview of the facilitiesthej ava. net package
provides. For details about interfaces, classes, or factories, see the networking API. For basic networking

concepts, see Trail: Custom Networking in the Java Tutorial.

Addressing

j ava. net providesthe following addressing-related classes:
o | net Addr ess
o I net 4Addr ess
o I net 6Address
o Socket Addr ess
o I net Socket Addr ess

For IP addressing, three classes are provided: | net Addr ess, | net 4Addr ess, and | net 6Addr ess.

| net Addr ess represents an | P address, which is either a 32- or 128-bit unsigned number used by IP, the

lower-level protocol on which protocols like TCP and UDP are built. To represent 32-bit 1Pv4 address,

| net 4Addr ess isprovided. (An IPv4 address has the familiar form nnn. nnn. nnn. nnn, wheren isan
integer; e.g., 129. 250. 35. 250). Itisasubclass of | net Addr ess. To represent 128-bit |Pv6 addresses,
| net 6Addr ess isprovided. Itisalso asubclass of | net Addr ess.

Inetiddress
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For socket addressing, two classes are provided: Socket Addr ess and | net Socket Addr ess.
Socket Addr ess isanabst r act socket address, independent of a specific protocol. It isintended for
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subclassing for a specific protocol. | net Socket Addr ess below isan example. | net Socket Addr ess isa
subclass of Socket Addr ess; it represents an | P socket address. It can include an | P address (e.g.,

129. 250. 35. 250) and port (e.g., 80); ahostname (e.g., coast news. con) and port (e.g., 1000); or port
only (e.g., 1010). Inthe latter case, awildcard | P address is assumed.

mocketdddress
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Making TCP Connections

These classes are related to making normal TCP connections:
o Server Socket
« Socket

For simple connections between a client and a server, Ser ver Socket and Socket areall that you will
probably need.

Ser ver Socket representsthe socket on a server that waits and listens for requests for service from aclient.
Socket represents the endpoints for communication between a server and a client. When a server gets a request
for service, it createsa Socket for communication with the client and continues to listen for other requests on
the Ser ver Socket . The client also createsa Socket for communication with the server. The sequenceis
shown below:
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Once the connection is established, get | nput St r ean{) and get Qut put St eanm() may beused in
communication between the sockets



Sending/Receiving Datagram Packets via UDP

The following are related to sending and receiving datagram packets via UDP.
« Dat agr anPacket
. Dat agr anSocket

Dat agr anPacket represents a datagram packet. Datagram packets are used for connectionless delivery and
normally include destination address and port information. Dat agr anSocket isasocket used for sending and
receiving datagram packets over a network viaUDP. A Dat agr anPacket issent fromaDat agr anSocket
by callingthesend(. . .) method of Dat agr anSocket with Dat agr anmPacket asthe argument:

send( Dat agr anPacket dp).recei ve(DatagranPacket dp) isuseforreceiving a

Dat agr amPacket . (TheMul ti cast Socket classmay be used for sending/receiving a

Dat agr anPacket toamulitcast group. It isasubclass of Dat agr anSocket that adds functionality for
multicasting.)
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Locating/ldentifying Network Resources

These classes are related to locating or identifying network resources:
« URI
o URL
« URLC assLoader
« URLConnecti on
o URLStreanmHandl er
« Ht pURLConnecti on
o Jar URLConnecti on

The most commonly used classes are URI , URL, URLConnect i on, and Ht t pURLConnect i on.

URI represents a Uniform Resource Identifier for aresource; it is an identifier for a resource but not necessarily a
locator for that resource. URL represents a Uniform Resource Locator for aresource. URLs are a subset of URIS,
though the class URL is not a subclass of the URI class. In short, a URL tells how to access the resource, while a
URI may or may not. The Uniform Resource Name (URN) is another subset of URI . No Java class exists for it.
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URLConnect i on isthe abstract superclass of all classes that represent a connection between an application and
anetwork resource identified by a URL. Given a URL and hence a protocol, URL. openConnect i on() returns
an instance of the appropriate implementation of URLConnect i on for the protocol. (The protocol is known
from the URL.) The instance provides the means—URL Connect i on. connect () —to actually open the
connection and access the URL.
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Ht t pURLConnect i on isthe most commonly used implementation of URLConnect i on. Itisforhttp
protocol, the protocol used for accessing content on web servers. In the above diagram, if the access protocol for
the URL were ht t p, then an instance of Ht t pURLConnect i on would be returned by the

openConnecti on() method.

Security

Security includes authentication- and permissions-related classes. Authentication relates to user authentication
and involves username and password checking. Authentication of a user may be required in a number of
situations, such as when a user tries to access a URL. Permissions relate to what actions may be performed; e.g.,
unlessthe Net Per mi ssi on object "set Def aul t Aut hent i cat or " exists, then invoking the method

Aut henti cat or. set Def aul t (Aut henti cat or a) will cause a security exception.



Authentication

« Aut henti cat or
e Passwor dAut henti cati on

Theabstract classAut henti cat or has methods for authenticating a network connection. It istypically
subclassed and an instance of the subclass is registered with the system by calling

set Def aul t (Aut henti cat or a).(Notethat if thereisa security manager, it checks to see that the
security policy permitsthe Net Per m ssi on "set Def aul t At hent i cat or ".) Then, when the system
requires authentication, it will call amethod such as get Passwor dAut henti cati on().

Passwor dAut hent i cat i on issimply adata holder for a user name and a password.

Permissions

e Socket Per m ssi on
e« Net Perm ssi on

A Socket Per mi ssi on consists of ahost, with optional port range, and a set of actions that may be performed
on that host—connect ,accept, | i st en and/or r esol ve. It includes methods to determine if one

Socket Per m ssi on isequal to another or implies another Per m ssi on. A Socket Per mi ssi on may be
includedinaPer m ssi onCol | ect i on for easy checking if a permission exists.

Net Per m ssi on isaclassfor various named network permissions. Currently there are three:

set Def aul t Aut hent i cat or, as mentioned above; r equest Passwor dAut hent i cat i on; and
speci fyStreanHandl er . A Net Per m ssi on may beincluded inaPer m ssi onCol | ecti on for
easy checking if apermission exists.

For more information about permissions, see http://java.sun.com/j2se/1.4/docs/quide/security/permissions.html.
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