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Outline 

! Introduction: platforms and attacks 
! Apple iOS security model 
! Android security model 
! Windows 7, 8 Mobile security model 
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Mobile phone market share 
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Many mobile apps 
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Mobile Operating Systems 

Mobile OS Vulnerabilities 
 

 
Mobile OS Exploits              

Source: IBM X-Force, Mar 2011 
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Two attack vectors 

! Web browser 
 
! Installed apps 
 

Both increasing in prevalence and sophistication 

source: https://www.mylookout.com/mobile-threat-report 
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Mobile malware attacks 

! Unique to phones: 
n  Premium SMS messages 
n  Identify location 
n  Record phone calls 
n  Log SMS 

! Similar to desktop/PCs: 
n  Connects to botmasters 
n  Steal data 
n  Phishing 
n  Malvertising 
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Mobile malware examples 

! DroidDream (Android) 
n  Over 58 apps uploaded to Google app market 
n  Conducts data theft; send credentials to attackers 

 

! Ikee (iOS) 
n  Worm capabilities (targeted default ssh pwd) 
n  Worked only on jailbroken phones with ssh installed  

(could have been worse) 
 

! Zitmo (Symbian,BlackBerry,Windows,Android) 
n  Propagates via SMS; claims to install a “security certificate” 
n  Captures info from SMS; aimed at defeating 2-factor auth 
n  Works with Zeus botnet; timed with user PC infection 
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Comparison between platforms 

! Operating system (recall security features from lecture 5) 
n  Unix 
n  Windows 

! Approval process for applications 
n  Market: Vendor controlled/Open 
n  App signing: Vendor-issued/self-signed 
n  User approval of permission 

! Programming language for applications 
n  Managed execution: Java, .Net 
n  Native execution: Objective C 
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Outline 

! Introduction: platforms and attacks 
! Apple iOS security model 
! Android security model 
! Windows 7 Mobile security model 




