
Outline

• Mobile	malware
• Identifying	malware

– Detect	at	app	store	rather	than	on	platform
• Classification	study	of	mobile	web	apps

– Entire	Google	Play	market	as	of	2014
– 85%	of	approx 1	million	apps	use	web	interface

• Target	fragmentation	in	Android
– Out-of-date	Apps	may	disable	more	recent	
security	platform	patches
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Based	on	FairPlay	vulnerability

• Requires	malware	on	user	PC,	installation	of	malicious	app	in	App	Store
• Continues	to	work	after	app	removed	from	store	
• Silently	installs	app	on	phone	



Android	malware	2015



Current	Android	Malware
Description

AccuTrack
This application turns an Android smartphone into a GPS tracker.
Ackposts
This Trojan steals contact information from the compromised device and uploads 
them to a remote server.
Acnetdoor
This Trojan opens a backdoor on the infected device and sends the IP address to a 
remote server.
Adsms
This is a Trojan which is allowed to send SMS messages. The distribution channel ...  
is through a SMS message containing the download link.
Airpush/StopSMS
Airpush is a very aggresive Ad-Network.
…

BankBot
This malware tries to steal users’ confidential information and money from bank and 
mobile accounts associated with infected devices.

http://forensics.spreitzenbarth.de/android-malware/
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Android	free	antivirus	apps	…
1. Comodo Security	&	

Antivirus
2. CM	Security	Antivirus	

AppLock
3. 360	Security	-

Antivirus	Boost
4. Sophos	Free	Antivirus	

and	Security
5. Malwarebytes	Anti-

Malware
6. Bitdefender	Antivirus	

Free

http://www.androidcentral.com/top-free-antivirus-apps-android



• “Even security companies know the risk is low — that's why apps 
are packaged with other selling points.” - AndroidCentral

• Kevin Haley, Symantec's Director of Symantec Security Response:
– "Symantec sees an important role to play in helping to protect 

data and mobile devices from being exposed to risk," … 
– "While Symantec sees its purpose in the mobile landscape as 

providing security against malware, fraud and scams; we also 
protect devices against loss and theft — loss of the device itself, 
as well as the information on it. In addition, Symantec helps 
businesses protect and manage their data being stored or 
transmitted through the mobile devices of their employees."

http://www.androidcentral.com/antivirus-android-do-you-need-it



Android	malware	example



Install	malicious	“conference	app”



Malware	behavior	triggered	by	C&C	
server	(Chuli)



Outline

• Mobile	malware
• Identifying	malware

– Detect	at	app	store	rather	than	on	platform
• Classification	study	of	mobile	web	apps

– Entire	Google	Play	market	as	of	2014
– 85%	of	approx 1	million	apps	use	web	interface

• Target	fragmentation	in	Android
– Out-of-date	Apps	may	disable	more	recent	
security	platform	patches




