Database Security and
Auditing: Protecting Data
Integrity and Accessibility

Administration of Users



Objectives

« EXxplain the importance of administration
documentation

« Qutline the concept of operating system
authentication

« Create users and logins using both Oracle10g
and SQL Server

« Remove a user from Oracle10g and SQL
servers
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Objectives (continued)

* Modify an existing user using both Oraclel10g
and SQL servers

 List all default users on Oraclel10g and SQL
servers

« EXxplain the concept of a remote user
* List the risks of database links
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Objectives (continued)

 List the security risks of linked servers
 List the security risks of remote servers
* Describe best practices for user administration
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Documentation of User Administration

« Part of the administration process

« Reasons to document:
— Provide a paper tralil
— Ensure administration consistency

« What to document:
— Administration policies, staff and management
— Security procedures
— Procedure implementation scripts or programs
— Predefined roles description
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Documentation of User Administration
(continued)

Document DBA completes all necessary paperwork
completion and documentation for new employees

DBA provides a list of access operations
that are necessary for new employees
to perform their jobs

Access
identification

Account DBA completes the database user
application account application form
completion

) DBA obtains department manager's
Department

approval approval on the application form for the
database user account
. DBA obtains operations manager's
Operations approval on the application form for the
approval
database user account
Implement
access DBA or operator creates the account
Test Account holder verifies access
access

m Database account access procedure
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Documentation of User Administration
continued

Acme Pharmaceutical Company
Database User Account Form

Requested For
Name (First, MI, Last)
Employee Type O Employee O Contractor O Temporary O Intern
Title

Employee# (if availahle)

Requested By
Name (First, MI, Last) |
E-jmail | | Telephone Ext. |

[ Date
| Requested | | Expected |

[ Action
| OAdd O Modify O Password Change DO Lock O Unlock [ Remove

Location & Department
Location I
Department |

Database Application

Database Role

O Operations Manager [ Business Manager O Analyst 00 Administrator
0O Developer 0O Operator 0O Clerk OQa

0O Other:

Reason for the requesi

Approved by
Requester Manager: |
Operation Manager: |

Comments

2
[ Completed by
| Administrator I | Date I

m Database user account application form
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Operating System Authentication

« Many databases (including Microsoft SQL
Server 2000) depend on OS to authenticate
users

e Reasons:

— Once an intruder is inside the OS, it Is easier to
access the database

— Centralize administration of users
 Users must be authenticated at each level
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Operating System Authentication
(continued)

2
1

MNetwork
authentication
Internet/Intranet
Operating
system
/ authentication

Database
f_,_fﬂ‘authentication

m Ideal authentication levels for database applications
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Creating Users

 Must be a standardized, well-documented, and
securely managed process

* In Oraclel0g, use the CREATE USER
statement:
— Part of the a Data Definition Language (DDL)
— Account can own different objects
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Creating an Oracle10g User

 IDENTIFIED clause

— Tells Oracle how to authenticate a user account

— BY PASSWORD option: encrypts and stores an
assigned password in the database

— EXTERNALLY option: user is authenticated by
the OS

— GLOBALLY AS option: depends on
authentication through centralized user
management method
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Creating an Oracle10g User
(continued)

Operating systam authsanlication

m Architecture of Oracle authentication methods
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Creating an Oracle10g User
(continued)

« DEFAULT TABLESPACE clause: specifies
default storage for the user

« TEMPORARY TABLESPACE clause

« QUOTA clause: tells Oracle 10g how much
storage space a user is allowed for a specified
tablespace

 PROFILE clause: indicates the profile used for
Imiting database resources and enforcing
nassword policies
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Creating an Oracle10g User
(continued)

73 ISQL*Plus Release 10.1.0.2 - Microsoft Internet Explorer [_ D] x|
File Edt View Favorites Tools Help o
Qback - & - [ [& (]| O search Favortes ' Meda €2 | ( 1v ', (3 o
Agdress [ @] http:/192.168.1,4:5560 salplusfworkspace uix Do ks »
-
ORACLE >\
J
</

3 ¢ x) #R)
!SQL*PIUS |-_Dfrl_ﬂ F’I'Efe;e.lies H_éa

mﬁm History

Connected as SYSTEM@sec

Workspace
Enter SQL, PL/SOL and SCL*Plus statements. ( Clear )
SELECT * FROM DBA_TS_QUOTAS =]

4 Execute) \ Load Script) | Save Script) | Cancel)

TABLESPACE_NAME USERNAME BYTES MAX BYTES BLOCKS MAX_BLOCKS

SYSAUX DMSYS 5636096 209715200 B3 25600
SYSAUX OLAPSYS 15925248 -1 1944 -1
SYSAUX WICTEST 12582912 -1 1536 -1
TEMP SYSMAN 0 -1 0 1
SYSAUX SYSMAN 50003968 -1 6104 -1
USERS SAFYOUNI 0 26214400 0 3200

B rows selected.

] F T [ ntemet
m Contents of data dictionary view DBA_TS_QUOTAS

S
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Creating an Oracle10g User
(continued)

« PASSWORD EXPIRE clause: tells Oracle to
expire the user password and prompts the user
to enter a new password

« ACCOUNT clause: enable or disable account
« ALTER USER: modifies a user account

* Oracle Enterprise Manager: GUI administration
tool
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Creating an Oracle10g User
(continued)

/3 Oracle Enterprise Manager (SYSTEM) - Users - Microsoft Internet Explorer | (O] x|
File Edt Wew Favorites Tooks Help | o
OBack = () - ¥ 2] (0| SO search ' Favorites o Media £ | (3 ‘h @] - i
Address |€| http:,l',l'loca'lmst:SSDDII'emfmnsoleIl'dataha‘se,l'databaseObjectsSearth?event=search&ntype=user&larget=5EC&iyﬂ Go | Links **
ORACLE Enterprise Manager 10¢g Setup Freferences Help Locout -
Database Control
Database: SEC » Users Logged in As SYSTEM
Users
Search
Name | \_)GU
Torun an exact match search or to run a case sensitive search, double quote the search criteria. | bz uzed
in a double guaoted search string Cl’eate button
Results
. Create )
| Edit ), View ) Delete ) Actions| Create Like =l c0)
re 1-250f30 =| Mext5 (=
Account |Expiration|Default Temporary
Select UserName Status |Date Tablespace|Tablespace |Profile Created
& ANONYMOUS EXPIRED 2004-09-28 SYSAUX  TEMP DEFAULT 2004-03-
& 03:23:36 10
LOCKED 00:44:18 _I
&) [ | | |4 Localintranet 7

Oracle Enterprise Manager Console showing the Create Objects button
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reating an Oraclel10g User
(continued)

2} Oracle Enterprise Manager - Create User - Microsoft Internet Explorer

0] x]

e
| o

File Edit Vew Favorites Tools Help
(DBack » ) - [x] [2] 0| P search ¢ Favortes & Media £ | (v L W]~ o
Address Ié’] http:.I',I'Iotelhost:550D,u'em,l'console,fdatabaseisecunty,ruser?target=SEC&J:ype=oracle_datab.j Go |Llnks =

=

Setup Preferences Help Logout

ORACLE Enterprise Manager 10g

Database Control

Database SEC = Users = Create User Logged in As SYSTEM

Create User
[ShowsaL ) ( Cancel ) .&)

General | Roles System Privileges Object Privileges Quotas Consumer Groups Proxy Users

* Name [EXTERNAL_USER
Profile | DEFAULT =

Authentication IF'assward v|

* Enter Password In.-nn

* Confirm Password |-n.n..|

™ Expire Password now

Default Tablespace [USERS 4
Temporary Tablespace |TEMP ,,S?

Status © Locked & Unlocked
Object Privileges Quotas Consumer Groups Proxy Users

[ ShowSQL ) ( Cancel ) | OK}

Database | Setup | Preferences | Help | Logout

Copyright 1936, 2004, Oracle. All rights reserved.
#About Oracle Enderprize Manager 10g Database Control

General | Roles System Privileges

|&] Done [ [ [&docalintranet 4

m Creating a new user
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Creating an Oracle10g User Using
External (Operating System)
Authentication

« Depends on an external party to authenticate
the user

¢ Steps:
— Verify account belongs to ORA_DBA group

— Set the Windows registry string
OSAUTH_PREFIX DOMAIN to FALSE

— View setting of the OS_AUTHENT_PREFIX
Initialization parameter

— Change OS_ AUTHENT_PREFIX to NULL
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reating an Oraclel10g User Usin
External (Operating System)
uthentication (continued)

,':', Computer Management

] =10l x|
[] ation view || & = |[E@mE| > B |2 l
Tree | Name [ Deseription |

lg Computer Management (Local) gﬁudmumstrators Administrators have complete and ...

=] % System Tools gﬁacks_lp Operators Backup Operators can override secu...
#-{E7] Event Viewer gGuests Guests have the same access as me...
3] System Information gPower Users Power Users possess most administr., ..
3] Performance Logs and Alerts g Replicator Supports file replication in a domain
[+l Shared Folders Users Users are prevented from making ac...
g Device Manager gDehugger Users Debugoer users can debug processe. ..
= Local Users and Groups #Z oRA_DBA Members can connect to the Oracle ...
[ C users
N roups 20
- storage
[ Disk Management General I

E‘— Disk Defragmenter =
= Logical Drives g ORA_DBA
[+ g Removable Storage -
1 [ Services and Applications E—

Description: Ict to the Oracle database a: a DEA without a passward

Members:

I.ﬁ.dmlmslrator

G EXTERNAL_USER

Add. I Hermove I

oK [ Cancel I Apply ]

Computer management tool showing the ORA_DBA group properties
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reating an Oraclel10g User Using
External (Operating System

Authentication (continued)

[

Registry Editor
Begistry  Edit  View

Eavorites  Help

EH{_) HKEY_LOCAL_MACHINE
-1 HARDWARE
& ,_____] SamM
2 securrty
= SOFTWARE
=0 Adobe
=0 Ahead
({0 Apache Group

\_.l C-Media Audio
& Creative Tech

(1 Mico Mak Computing
(3 MVIDIA Corporstion

530 ALL_HOMES
0 AUTOTUNES. 2.0
{ZJ) EXPERTS.2.0
0 Has

B HOMED
=

FT IS0 Phis

il

Mame [ Type [ Data

[aB] (D efault) REG_SZ (value nat set)

[a] 1D REG_SZ 1

__jMSHELP TOOLS REG_SZ Ciloracke\oral DgMSHELP
__:]M.S- LAMG REG_5Z AMERICAN_AMERICA . WESMSW

[aB] ORA_SEC_AUTOSTART

[AB] ORuA_SEC_SHUTDOWN

(B8] oA _SEC_SHUTDOWN_TIMEOUT
[3B] ORA_SEC_SHUTDOWNTYPE

REG_EXPAND_SZ
REG_EXPAND_SZ
REG_EXPAND_SZ
REG_EXPAND_SZ

[aB) ORACLE_BASE REG_SZ
__JDRACLE EUNDLE_MAME REG_SZ
___‘JDR.N LE_GROUP_NAME REG_SZ
[AB] ORACLE_HOME REG_SZ
[8B] ORACLE_HOME_KEY REG_S5Z
[8B] CRACLE_HOME_NAME REG_52
[aB) oRACLE_SID REG_SZ
[AB] R AMTS_CONN_POOL_TIMEGUT REG_SZ
__JCIR.N\MTE CFP_TRACE_DIR REG_SZ
JDRAMTS CP_TRACE_LEVEL REG_SZ
___]DRAMTS- MNET_CACHE_MAXFREE REG_SZ
(B ORAMTS_NET_CACHE_TIMECUT REG_SZ
_.:]OF!AMTS OSCREDS_MATCH_LEVEL REG_S5Z
[AB] ORAMTS_SESS_THNTIMETOLIVE REG_SZ
[AB] ROBMS_ARCHIVE REG_5Z
[AB] RDBMS_CONTROL REG_SZ
[aB] SLPATH REG_SZ
__]DSﬁUTH PREFLY_DOMATN, REG_SZ
Windows
registery
parameter

TRUE

TRUE

an

]

Ciloracle

Enterprise

Oracke - oralig
Ciloracke\oralog
Software\ORACLE\HOME L
oralig

SEC

120

Cilorackeloral DgloramtsiTrace
L1}

=

120000

OS5 _ALITH_LOGIMN

120

Cilorace\oral Og\DATABASE\AR
Cioracke\oral 0g\DATABASE
Ciloracleorsl 0gidbs
FALSE

[Py Computer|HKEY_LOCAL_MACHINE\SOFTWARE|CRACLEYHOME 1

| |
4

m Windows registry showing the OSAUTH_PREFIX_DOMAIN parameter
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Creating an Oracle10g User Using
External (Operating System)
Authentication (continued)

« Steps (continued):
— Create an Oracle user
— Provide new user with CREATE SESSION
privilege
« Advantage: allows administrators to use one

generic user to run maintenance scripts without
a password
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Creating an Oracle User Using Global
Authentication

* Enterprise-level authentication solution
« Use the CREATE USER statement

« DBA USERS view: contains information about
all accounts
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Creating an Oracle User Using Global
Authentication (continued)

Columns of DBA_USERS view

Column Name Description

USERNAME Name of the database user; name is used to log on
to the database; Oracle10g does not allow dupli-
cate values of this column

USER_ID Unique identification number to identify a user;
this column is not used as frequently as USER-
NAME; used most commonly for auditing

PASSWORD Keeps encrypted password for a database-authen-
ticated user; use EXTERNAL for externally
authenticated users and GLOBAL for globally
authenticated users

ACCOUNT_STATUS Indicates whether the user account is EXPIRED,
LOCKED, EXPIRED and LOCKED, or OPEN
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Creating an Oracle User Using Global
Authentication (continued)

IELESR Columns of DBA_USERS view (continued)

Column Name Description

LOCK_DATE Date and time the account was locked

EXPIRY_DATE Date and time the account password expired

DEFAULT_TABLESPACE Name of the tablespace assigned to this user account

TEMPORARY_TABLESPACE Name of the temporary tablespace assigned to this
user account

CREATED Date and time this user account was created

PROFILE Name of the profile assigned to this user account
(for more details on profiles see Chapter 4)

INITIAL_RSRC_CONSUMER_GROUP  Name of the resources group to which this
account belongs

EXTERNAL NAME External name for a GLOBAL authenticated user
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Creating a SQL Server User

Create a login ID first; controls access to SQL
Server system

Associate login ID with a database user

Must be member of fixed server roles
(SYSADMIN or SECURITYADMIN)

Two types of login IDs:
— Windows Integrated (trusted) login
— SQL Server login
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Creating Windows Integrated Logins

« Command line:
— SP_GRANTLOGIN system stored procedure

— Can be associated local, domain, group
usernames

* Enterprise Manager:
— Use the Security container
— Logins -> New Login
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Creating Windows Integrated Logins
(continued)

" Query - AFYOUNI-TOWERZEK. master AFYOUNI-TOWE R 2ZKWdministrator - Untitled1™

exec Sp _grantloglin W W ! =

| I_-IE

Ready IAFYOUNI-TOWERZK [8.0) AFYOUNI-TOWERZK\Administramaster | 00000 |Orows |Ln1.Col36 -

m Microsoft SQL Server 2000 Query Analyzer tool used as a command line

interface
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Creating Windows Integrated Logins
(continued)

HERPIISE R ITAEET ] CONBOIEN

%E'l” |- ﬁﬂ“ Tools Window Help

e =» T 2 o 2

(3 Consc  Mew Window from Here

= ﬁﬂ]% Refresh

hE  Eeotls..
i

= Help

| # (] Databases
#- (0] Data Transformation Services

Management

Replication

[+
pow

:
& +{Looins |
; Server Roles
# Linked Servers
= Remote Servers
# (L] Support Services

[

m SQL Server Enterprise Manager showing action menu
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Creating Windows Integrated Logins
(continued)

[_1'-!.!1 s prar Lol Frogsr as =)l Lugli \-_'3‘

General ]E:n'u Roles | D.id:us:.ﬁl:c:s:i

m Hame [ACTJFENNIMANNVasod |

Authenbication
& Windows Authentication
Deoman JACT JPENNIMAN-H ;|
Secunty accery
& [Grant access

™ Dery accers

™ SOL Server Authenticabon

|

[ efaults
. Specify the delaul language and databace for this logn
[iatabate [rna:fer j
Language: | <Defaab> =]

| | oK | Cancel |  Heb |
SQL Server login properties
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Creating SQL Server Logins

« Command line:
— SP_ADDLOGIN system stored procedure
— Password is encrypted by default
— Specify a default database
* Enterprise Manager:
— Security container
— Logins -> New Login
— SQL Server Authentication option
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Creating SQL Server Logins
(continued)

SO e Lol pEr s ) Jaar Kusil rﬁ!

Gereral | Sarvar Foles | Database Accas:

Q- =

Ay thentic aton
™ windows Authenbication

l =

= GErard
I+

& SOL Server Authartication
E’ﬁi-h'l’l:l'd. I---u-:-......,

Dref s
Speciy the delaul Language and databasce for thes logn

Database lmg

=
=

Language |<Detaut>

0K | Cacd | Heo |

L] Server login properties—new login screen
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Removing Users

« Simple process
« Make a backup first
« Obtain a written request (for auditing purposes)
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Removing an Oracle User

 DROP command

« CASCADE option: when user owns database
objects

« Recommendations:
— Backup the account for one to three months
— Listing all owned objects

— Lock the account or revoke the CREATE
SESSION privilege
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SQL Server: Removing Windows
Integrated Logins

« Command line: SP_DENYLOGIN system
stored procedure

* Enterprise Manager:
— Highlight the desired login
— Choose Delete from the Action menu
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Modifying Users

« Modifications involve:
— Changing passwords
— Locking an account
— Increasing a storage quota

e ALTER USER DDL statement
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Modifying an Oracle User

« ALTER USER statement
* Oracle Enterprise Manager: graphical tool
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Modifying an Oracle User (continued

‘A Oracle Enterprise Manager - Edit User: SCOTT - Microsolt Internet Explorer [_[O] x .

Fle Edt ‘View Favortes Tools Hebp

ek = &3 - (<] D) o | search Favorites @ Media %) | i 2 hittp:/ /localhost - Select Tablespace - Microsoft Inte... [H[=] E3

“-ﬂﬂ’ﬁ!slﬁ hittp: flocathost :S500 femfconsole/dat abase feecurityfuser Toname=SCOTTée — ks ®

Search and Select: Tablespace

Cancel ) ﬁelett)

Edit User, SCOTT Search
| Search for
Tablespace I ‘E)
. 1 Results
Mame SCOTT Select Tablespace |
Profile [DEFAULT = & EXAMPLE
\uthentication IF'asswurd 'I € SYSAUX
—nter Password |esssssssss € SYSTEM
- . Changing the default | © TEMP
nfirm Password jeseesecsse tablespace from USERS | « unDoOTES?
rd Status Expired to EXAMPLE T USERS
Default Tablespace [USERS g —
’ (Cancel ) ( Select)
Temporary Tablespace |[TEMEF / _I b
Stalus @ Locked € Unlocked To commit the changes, click the Apply %

button when finished modifying the user

Database |

a2

] bone [T & Localintranet
m Illustration of modifying an existing Oracle user account
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SQL Server: Modifying Windows
Integrated Login Attributes

« Command line:
— SP_DEFAULTDB system stored procedure
— SP_DEFAULTLANGUAGE stored procedure
* Enterprise Manager:
— Expand the security container
— Select desired login
— Properties (on the Action Menu)
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Default Users

* Oracle default users:
— SYS, owner of the data dictionary
— SYSTEM, performs almost all database tasks
— ORAPWD, creates a password file
 SQL Server default users:
— SA, system administrator
— BUILT_INNAdministrators
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Remote Users

Remote
Lser

A
Y.

Internet/Intranet

"'\.
Local user o - n
-y

[conrmens WY

U

Minicomputer

m Local and remote users
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Database Links

 Connection from one database to another:

allow DDL and SQL statements
« Types: PUBLIC and PRIVATE
» Authentication Methods:

— CURRENT USER

— FIXED USER
— CONNECT USER
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Database Links (continued)

SEC " Davbase Lk 4 PRD

m Database link architecture
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Linked Servers

* Allow you to connect to almost any:

— Object Linking and Embedding Database
(OLEDB)

— Open Database Connectivity (ODBC)
« OPENQUERY function

« Map logins in your SQL Server instance to
users in the linked database

 Remote servers: allow communication using
RPC
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Linked Servers (continued)

"'h- .
Cdbs1 dbs2 Link ot b 1

dbs3  dbs4 dhj 2

) - .

Server Sam Server Jason

m Linked servers architecture using SQL Server
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Practices for Administrators and
Managers

 Manage:
— Accounts
— Data files
— Memory
« Administrative tasks:
— Backup
— Recovery
— Performance tuning
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Best Practices

* Follow company’s policies and procedures
* Always document and create logs
« Educate users

« Keep abreast of database and security
technology

* Review and modify procedures
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Best Practices (continued)

 For SQL server:

— Mimic Oracle’s recommended installation for
UNIX

— Use local Windows or domain Windows
accounts

* Block direct access to database tables
* Limit and restrict access to the server
« Use strong passwords

« Patches, patches, patches
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Summary

« Document tasks and procedures for auditing
purposes

e Creating users:
— CREATE USER statement in Oracle
— Login ID in SQL Server

 Removing users:

— SQL DROP statement

— SP_DENYLOGIN Windows system stored
procedure
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Summary (continued)

Modifying user attributes: ALTER USER DDL
statement

* Local database and users
« Remote users

« Database links

* Linked servers
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