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Chapter 2
Security Architecture



Objectives

« Define security

e Describe an information system and its
components

« Define database management system
functionalities

* QOutline the concept of information security
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Objectives (continued)

|dentify the major components of information
security architecture

« Define database security
 List types of information assets and their values
« Describe security methods
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Security

« Database security: degree to which data is fully
protected from tampering or unauthorized acts

« Comprises information system and information
security concepts
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Information Systems

* Wise decisions require:
— Accurate and timely information
— Information integrity

* Information system: comprised of components
working together to produce and generate
accurate information

« Categorized based on usage
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Information Systems (continued)

Information Long-term goals Strategic
Expert
systems
(ESs) Upper-level
management
Decision Management
support . information
systems Middle-level management systems
(DSSs) (MISs)
Transaction-
processing Lower-level management
systems
(TPSs)
Data Short-term goals Operational

m Typical use of system applications at various management levels
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Information Systems (continued)

ILU:IARR] Characteristics of information system categories

Category Acronym Characteristics Typical
Application System
Transaction- TPS Also known as online Order tracking
processing transaction processing (OLTP) Customer service
system Used for operational tasks Payroll
Provides solutions for Accounting
structured problems Student
Includes business transactions registration
Logical component of TPS Car sales

applications (derived from
business procedures, business
rules, and policies)
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Information Systems (continued)

ILVINRE]  Characteristics of information system categories (continued)

Category Acronym Characteristics Typical
Application System
Decision DSS Deals with nonstructured Risk management
support problems and provide Fraud detection
system recommendations or answers Sales forecasting
to solve these problems Case resolution
Is capable of performing
“What-if 2" analysis
Contains a collection of
business models
Is used for tactical
management tasks
Expert system  ES Captures reasoning of human Virtual
experts university
Executive expert systems (ESSs) simulation
are a type of expert system used Financial
by top-level management for enterprise
strategic management goals Statistical
A branch of artificial trading

intelligence within the field of
computer science studies
Software consists of:
Knowledge base
Inference engine
Rules
People consist of:
Domain experts
Knowledge engineers
Power users
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Information Systems (continued)

 Information system components include:
— Data
— Procedures
— Hardware
— Software
— Network
— People
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Information Systems (continued)
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Information Systems (continued)

« Client/server architecture:
— Based on the business model
— Can be implemented as one-tier; two-tier; n-tier
— Composed of three layers

 Tier: physical or logical platform

« Database management system (DBMS):
collection of programs that manage database
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Information Systems (continued)
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Database Management

« Essential to success of information system

 DBMS functionalities:
— Organize data
— Store and retrieve data efficiently
— Manipulate data (update and delete)
— Enforce referential integrity and consistency

— Enforce and implement data security policies
and procedures

— Back up, recover, and restore data
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Database Management (continued)

« DBMS components include:
— Data
— Hardware
— Software
— Networks
— Procedures
— Database servers
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Database Management (continued)
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Information Security

Information is one of an organization’s most
valuable assets

 Information security: consists of procedures and
measures taken to protect information systems
components

« C.I.A. triangle: confidentiality, integrity,
availability

« Security policies must be balanced according to
the C.I.A. triangle

Database Security & Auditing: Protecting Data Integrity & Accessibility 16



Information Security (continued)

« System is available at all times
only for authorized and
authenticated persons.

= System is protected from being
shut down due to external or
internal threats or attacks.

* Data and information is
classified into different levels of
confidentiality to ensure that
only authorized users access
the information.

Information
security

Integrity

» Data and information is
accurate and protected from
tampering by unauthorized
persons.

» Data and information is
consistent and validated.,

m Information security C.I.A triangle
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Confidentiality

« Addresses two aspects of security:

— Prevention of unauthorized access

— Information disclosure based on classification
» Classify company information into levels:

— Each level has its own security measures

— Usually based on degree of confidentiality
necessary to protect information
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Confidentiality (continued)

Classified
Restricted

Internal in-confidence

External in-confidence

m Confidentiality classification
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Integrity

« Consistent and valid data, processed correctly,
yields accurate information

 Information has integrity if:
— It Is accurate
— It has not been tampered with

* Read consistency: each user sees only his
changes and those committed by other users
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Integrity (continued)

LR R]  Degradation of data integrity

Type of Data Degradation

Description

Reasons for Data Losing Integrity

Invalid data

Redundant data

Inconsistent data

Data anomalies

Indicates that not

all the entered and
stored data is valid
without exception;
checks and validation
processes (known as
database constraints)
that prevent invalid
data are missing.

Occurs when the same
data is recorded and
stored in several places;
this can lead to data
inconsistency and data
anomalies.

Occurs when redundant
data, which resides in
several places, is not
identical.

Exists when there is
redundant data caused
by unnormalized data
design; in this case, data
anomalies occur when
one occurrence of the
repeated data is
changed and the other
occurrences are not.

User enters invalid data mistakenly
or intentionally.

Application code does not

validate inputted data.

Faulty data design that does not
conform to the data normalization
process. (Normalization is a
database design process used to
reduce and prevent data anomalies
and inconsistencies.)

Faulty database design that does
not conform to the data
normalization process.

Faulty data design that does not
conform to the data normalization
process.
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Integrity (continued)

LA E¥d Degradation of data integrity (continued)

Type of Data Degradation

Description

Reasons for Data Losing Integrity

Data read inconsistency

Data nonconcurrency

Indicates that a user
does not always read
the last committed data,
and data changes that
are made by the user
are visible to others
before changes are
committed.

Means that multiple
users can access and
read data at the same
time but they lose
read consistency.
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Availability

« Systems must be always available to
authorized users

« Systems determines what a user can do with
the information
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Availability (continued)

« Reasons for a system to become unavailable:
— External attacks and lack of system protection
— System failure with no disaster recovery strategy
— Overly stringent and obscure security policies
— Bad implementation of authentication processes
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Information Security Architecture

* Protects data and information produced from
the data

* Model for protecting logical and physical assets

* |s the overall design of a company’s
Implementation of C.l.A. triangle
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Information Security Architecture
(continued)

Confidentiality ][ Integrity 1 ( Availability ]
*  Privacy laws e Security technology * Threats and attacks
e Confidential classification *  Security model e System vulnerabilities
* Policies and procedures ¢ (Cryptography technology ¢ Authorization methodology
*  Access rights e DBMS technology * Authentication technology
e Customer concerns * Database and data design e Network interfaces
* Socal and cultural issues | | ¢ Application technology J | * Disaster and recovery strategy |

Information security architecture

Logical
and
physical assets

m Information security architecture
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Information Security Architecture
(continued)

« Components include:
— Policies and procedures
— Security personnel and administrators
— Detection equipments
— Security programs
— Monitoring equipment
— Monitoring applications
— Auditing procedures and tools
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Database Security

* Enforce security at all database levels

e Security access point: place where database
security must be protected and applied

« Data requires highest level of protection; data
access point must be small
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Database Security (continued)

People

¥

Applications

3

Network

¥

Operating system

 :

DBMS

Data fl|ES
Data !

Database security

—

m Database security access points
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Database Security (continued)

* Reducing access point size reduces security
risks

e Security gaps: points at which security is
missing

* Vulnerabilities: kinks in the system that can
become threats

« Threat: security risk that can become a system
breach

Database Security & Auditing: Protecting Data Integrity & Accessibility 30



Database Security (continued)

Database security .
Applications
Network .
| Operating system .
| DBMS .
| Data files .

Data .
m Database security enforcement
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Database Security (continued)

Security

Access : i . Data
points Security Security Security Security Integrity
are gap vulnerability threat breach violation
unprotected

m Data integrity violation process
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Database Security Levels

 Relational database: collection of related
data files

Data file: collection of related tables
Table: collection of related rows (records)
Row: collection of related columns (fields)
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Database Security Levels (continued)

DBMS
Database
Operating
system Data Df:lta Data
file file file
Grants
Table Table Table

Views

m Levels of database security
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Menaces to Databases

« Security vulnerability: a weakness in any
Information system component
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Menaces to Databases (continued)

Design
User mistakes and
implementation
Database
security
vulnerabilities
Installation
Software and

configuration

m Categories of database security vulnerablilities
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Menaces to Databases (continued)

e Security threat: a security violation or attack
that can happen any time because of a security
vulnerability
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Menaces to Databases (continued)

People Malicious
P code
Database
security
threats
Technological Natural
disasters disasters

m Categories of database security threats
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Menaces to Databases (continued)

« Security risk: a known security gap intentionally
left open
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Menaces to Databases (continued)

People Data
Database
security
risks
Hardware Confidence

m Categories of database security risks
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Menaces to Databases (continued)

Database
security

Vulnerabilities

m Integration of security vulnerabilities, threats, and risks in a database
environment
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Asset Types and Their Value

e Security measures are based on the value of
each asset

« Types of assets include:
— Physical
— Logical
— Intangible
— Human
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Security Methods

ILUIIREY Security methods used to protect database environment components

Database Security Methods

Component

Protected

People Physical limits on access to hardware and documents

Through the processes of identification and authentication, make
certain that the individual is who he or she claims to be through the
use of devices, such as ID cards, eye scans, and passwords

Training courses on the importance of security and how to guard assets
Establishment of security policies and procedures

Applications Authentication of users who access applications
Business rules
Single sign-on (a method for signing on once for different
applications and Web sites)

Network Firewalls to block network intruders
Virtual private network (VPN) (a remote computer securely
connected to a corporate network)
Authentication

Operating system Authentication
Intrusion detection
Password policy
User accounts

Database Authentication
management Audit mechanism
system Database resource limits

Password policy

Data files File permissions
Access monitoring
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Security Methods (continued)

ILUINREA  Security methods used to protect database environment components (continued)

Database Security Methods
Component

Protected

Data Data validation

Data constraints
Data encryption
Data access

A business rule is the implementation of a business procedure or policy through code written
in an application.
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Database Security Methodology

Software development life cycle
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Summary

« Security: level and degree of being free from
danger and threats

« Database security: degree to which data is fully
orotected from unauthorized tampering

 Information systems: backbone of day-to-day
company operations
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Summary (continued)

DBMS: programs to manage a database

C.I.A triangle:

— Confidentiality

— Integrity

— Avallability

Secure access points

Security vulnerabilities, threats and risks
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Summary (continued)

 Information security architecture
— Model for protecting logical and physical assets
— Company’s implementation of a C.|.A. triangle

« Enforce security at all levels of the database
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