MODULE 1 -FUNDAMENTALS OF FRAUDS

Definition of fraud

The term ‘fraud’ commonly includes activities such as theft, corruption, conspiracy, embezzlement, money
laundering, bribery, and extortion. The legal definition varies from country to country, and it is only since the
introduction of the Fraud Act in 2006, that there has been a legal definition of fraud in England and Wales. Fraud
essentially involves using deception to dishonestly make a personal gain for oneself and/or create a loss for another.
Although definitions vary, most are based around these general themes.

Fraud and the law

Before the Fraud Act came into force, related offences were scattered about in many areas of the law. The Theft Acts
of 1968 and 1978 created offences of false accounting, and obtaining goods, money and services by deception, and
the Companies Act 1985 included the offence of fraudulent trading. This remains part of the Companies Act 2006.
There are also offences of fraud under income tax and value-added tax legislation, insolvency legislation, and the
common law offence of conspiracy to defraud. The Fraud Act is not the only new piece of legislation. Over the last
few years there have been many changes to the legal system with regard to fraud, both in the UK and
internationally. This guide focuses mainly on UK requirements, but touches on international requirements that
impact UK organisations. In the UK, the Companies Act and the Public Interest Disclosure Act (PIDA) have been
amended and legislation such as the Serious Crimes Act 2007 and the Proceeds of Crime Act 2002 (POCA) have been
introduced. Internationally the Sarbanes-Oxley Act 2002 (Sarbox) has been introduced in the United States (US), a
major piece of legislation that affects not only companies in the US but also those in the UK and others based all over
the globe. As well as updating the legislation in the UK, there have been, and will continue to be, significant
developments in the national approach to combating fraud, particularly as we see implementation of actions
resulting from the national Fraud Review. Appendix 1 gives further information on the Fraud Review. There are also
many law enforcement agencies involved in the fight against fraud in the UK, including the Serious Fraud Office, the
Serious Organised Crime Agency (SOCA), the Financial Services Authority (FSA), and Economic Crime Units within the
police force.

Different types of fraud

Fraud can mean many things and result from many varied relationships between offenders and victims. Examples of
fraud include:

e crimes by individuals against consumers, clients or other business people, e.g. misrepresentation of the quality of
goods; pyramid trading schemes

¢ employee fraud against employers, e.g. payroll fraud; falsifying expense claims; thefts of cash, assets or intellectual
property (IP); false accounting

e crimes by businesses against investors, consumers and employees, e.g. fi nancial statement fraud; selling
counterfeit goods as'genuine ones; not paying over tax or National Insurance contributions paid by staff

e crimes against fi nancial institutions, e.g. using lost and stolen credit cards; cheque frauds; fraudulent insurance
claims

e crimes by individuals-or businesses against government, e.g. grant fraud; social security benefi t claim frauds; tax
evasion

e crimes by professional criminals against major organisations, e.g. major counterfeiting rings; mortgage frauds;
‘advance fee’ frauds; corporate identity fraud; money laundering

¢ e-crime by people using computers and technology to commit crimes, e.g. phishing; spamming; copyright crimes;
hacking; social engineering frauds.



According to the Association of Certified Fraud Examiners (ACFE), there are three main categories of fraud that affect
organisations. The first of these is asset misappropriations, which involves the theft or misuse of an organisation’s
assets. Examples include theft of plant, inventory or cash, false invoicing, accounts receivable fraud, and payroll
fraud. The second category of fraud is fraudulent statements. This is usually in the form of falsification of financial
statements in order to obtain some form of improper benefit. It also includes falsifying documents such as employee
credentials. The final of the three fraud categories is corruption. This includes activities such as the use of bribes or
acceptance of ‘kickbacks’, improper use of confidential information, conflicts of interest and collusive tendering.
These types of internal fraud are summarised in Figure 1. Surveys have shown that asset misappropriation is the
most widely reported type of fraud in UK, although corruption and bribery are growing the most rapidly.

What is risk management?

Riskmanagementisdefinedasthe ‘processof understanding and managing risks that the entity is inevitably
subject to in attempting to achieve its corporate objectives’

Foranorganisation, risksare potential eventsthat couldinfluence the achievement of the organisation’s
objectives. Riskmanagementisaboutunderstanding the nature of such events and, where they represent threats,
making positive plansto mitigate them. Fraud isamajorrisk thatthreatensthe business, notonly in terms of
financial health but also its image and reputation.

Risk Management Cycle

Theriskmanagementcycleisaninteractive process of identifying risks, assessing their impact, and
prioritising actions to control and reduce risks. A number of iterative steps should betaken:

Establish a risk management group and set goals.
Identify risk areas.

Understand and assess the scale of risk.

Develop a risk response strategy.

Implement the strategy and allocate responsibilities.
Implement and monitor the suggested controls.
Review and refine the process and do it again.
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Establish a risk management group and set goals

A risk management group should be established whose taskitisto facilitate and co-ordinate the overall risk management
process. Possible membersofthegroup could include a chief risk officer, a non-executive director, financedirector,
internalauditor, headsof planning and sales, treasurer and operational staff.

Dependingonthesize and nature ofthe organisation, therisk managementgroup maybeintheformofa committee who

meet from time to time.

The risk management group will promote the understandingandassessmentofrisk andfacilitatethe developmentof a
strategyfordealingwiththerisks identified. Theymayalsoberesponsible forconducting reviews of systems and procedures

to identify and assess risks faced by the business, which include the riskoffraud, andintroducingthe controlsthatare best



suitedtothebusinessunit. However, linemanagersand their staff may also be involved in the risk identification and assessment

process, with the risk management group providing guidance.
Identify risk areas

Eachriskinthe overallriskmodelshould be explored to identify how it potentially evolves through the organisation. Itis
important to ensure that the risk is carefullydefinedandexplainedtofacilitatefurther analysis.

The techniques of analysis include:

o workshops andinterviews
brainstorming
questionnaires
process mapping
comparisons with otherorganisations
o discussions with peers.

Understand and assess the scale of risk

Once risks have been identified, an assessment of possible impact and corresponding likelihood of
occurrence should be made using consistent parameters that will enable the development of a prioritized
riskanalysis. Inthe planningstage,

management should agree on the most appropriate definition and number of categories to be used when
assessing both likelihood and impact.

The assessment oftheimpact of therisk should not simplytakeaccountofthefinancialimpactbutshould also
considertheorganization’sviabilityand reputation, and recognize the politicaland commercial sensitivities
involved. Theanalysisshould either be qualitative

or quantitative and should be consistent to allow comparisons. The qualitative approach usually involves
gradingrisksin high, medium andlow categories.

Develop a risk response strategy

Once the risks have been identified and assessed, strategies to deal with each risk identified can be developedbyline
management, with guidance fromthe risk management group.

Strategies forrespondingtorisk generally fallinto one of the following categories:
o riskretention(e.g.choosingtoacceptsmallrisks)
o risk-avoidance (e.g. stopping sale of certain products to avoid the risk tooccurring)
¢ riskreduction (e.g.throughimplementingcontrols and procedures)
o risktransfer(e.g.contractual transfer ofrisk; transferring risks toinsurers).

Before strategies are developed, itis necessaryto establish the risk appetite of the organisation. Risk appetiteisthelevel
ofriskthattheorganisationis prepared to accept and this should be determined by the board. The appetite for risk will
influence the strategiestobe developedformanagingrisk.Itis worth notingthataboard’sriskappetite may vary for
differenttypesofriskandovertime.Forexample, the board may havealowrisktolerance oncompliance and regulatory
issues, but be prepared to take significant strategicrisks. The board mayalsoreducetheirrisk appetite asthe external
environment changes, suchas in times of recession.

Implement the strategy and allocate responsibilities

The chosen strategy should be allocated and communicatedtothoseresponsible for implementation. For the



plan to be effective it is essential that responsibility for each specific actionis assigned to the appropriate
operational managerand that clear target dates are established for each action. Itisalsoimportanttoobtainthe
co-operationofthose responsible forthe strategy, by formal communication, seminars, action plans and
adjustments to budgets.

Implement and monitor suggested controls

The chosen strategy may require the implementation of new controls or the modification of existing controls.
Businessesaredynamicandthecontrolsthatarein placewillneedtobe monitoredtoassesswhetheror not
theyaresucceedingintheirobjectives. Therisk management group should be empowered to monitor the
effectiveness oftheactionsbeingtakenineach specificarea, as these can be affected by internal and external
factors, such aschangesinthe marketplace or the introduction of new computer systems.

Review and refine and do it again

All of the elementsoutlined above form part of an iterative cycle where risk managementis continually
reviewed and developed. As the cycle continues, risk management should increasingly become embedded inthe
organizationsothatitreallybecomespartof everyone’s job.

Information for decision making

Risk management should form a key part of the organization’s decision-making process. Information is
gathered atall stages of the risk management cycle and this information should be fed into the decision-making
mechanisms.

Conclusion

Therearerisksin most situations. Risk management isanimportant element of corporate governance and every
organisationshould review theirrisk statusand developtheirapproach





