bt

T 2y 42y [Batmat st o St ool G, S N e i’ 2 @7::,:3 KA ML
LAl = ; ke 7 2% < 2 - \ M
ST S DY J FEE=El A A8 ‘1# e i gt %s%?/ i\ BH=Me P
.—)—’— ' o X 5y —2= 5 o -5 =\ | =5} (" . ¥ el /\ = &M = \“«/ 4 / | 5('“ =1 —E!K" &,

. i ; U —m— o % L n Af — S e YA, . J—"i‘ 72 ' ST e N
g (%2 < g [ ',ﬁ 3 N ﬁ“;é' NM{:*BA'P;#\MA AT as R AZ_. «(4‘*’-—1 r-“n‘.{‘}x‘l
2 s 5 TR S 3 %4 J " < o o = E

=2 = (=60 + 5 ~ (A o 3] EIPSHERR SR e o ss ko
’ Ta 95"“‘63 +i 2-45(-{4[ u-: ’Q‘] il ’d, . WG M;'Mé: A‘é =) K'M> ’4’-‘"5“% =X 1-2 1‘%-,(&7,_ 7k +g,Lx"" 5
T B A TR 2 ) [k Ay : o] ) 20 ¥ e 5
N e 1Y 152 k MA = TR 5 o "Li:“,, %:,_6 5 .5,,//
LA D s ~R 2m5 :—k‘cﬁ & K-;E‘ g gi// Cet é}/."‘%j
. —/‘ ‘(¢ / < 4
AT elagee 0 ih kSt 4 S
e C Kl / o s _?4% g
: *
G e = / = QL: +
08 SR | X e =
=, R4 %) ) e
2/ \/:/ L = o Lo
] \}* { “.' = Ao
9 3 :
S / ' 4ye
4 } % 8 4 |
- Fol ‘A:A-,:ﬁs‘*'g 1> li=e ) o i Yo {)
i L SR =lrs By B 43 LG (X 0\ A~ [
™ q e _ i e i d ( 7
3 {a‘,.'{:j s 2=l (Cp&él_.y[s.‘..-},_) L t -1'//\= 823456 ) e Ké’?}ﬁ".um}_ C ; " 3 a /‘//
: 2 Pag | ¥ Rk gy [ P o] i) =2 7
o e k) +2am G AYY 372 2 on ot +.-=1~~£ N3 JI‘O G i A o | ¢ ) =0 U/
e o T S ) TA__ oy exA = N
@ -h)+ el 2T wlp i if’ | A e Spifal rngy (o)
: P S e R i
g S > 1A Gl ' A T s
—  dagy o o le ‘1 HE e ) ‘ co i X=0 | p
=M\571((59_. o oy '—74':) v B g i“ = é%f;g:”?’*‘“‘ % = | ¢ ST SRR AN, b

ANTE L a
{\7- g %_. ;<_.H>

5 A W\ S 1 e
~ - P ..m&é‘%@‘},gu"‘ 5 2 = e ol «_fé-l'i& LY = o T scBalsef  mmcbeplye
o gl combeen. y G ~ ecCo L cowcim -
: b S e [ e
S e o *gxgﬁ* Bhaaa, (T,
r =7 2% ¢x i e
gl o

nlols

7 o5 mSS . '.JJ,( o
WA e RS ERTP
sl \fa« i o P fay G 5

wl 2 A wome e s

| ey

= SsEs oo \ >
o T e T @in; -
Copyright 2016 trtedri h, ystemsrlnc_}

__All rightsreserved. 'f% rmation. mntq\me@er@g is/subject
\- ': 3 B_, =t a e QO e

* e

to'ct g,nge’ﬁ/ithoufsmbli‘c‘e. B~ S



The hacking of humans

\*P Soclal Engineering
X

Using knowledge of human / :

‘ \ behavior to elicit a defined / / -
B Can. '\ response. ﬂ]
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Sociology and Psychology

e Study of human behavior, interaction and societal norms.
* Actions can be predicted quite accurately.
* Actions can also be influenced quite easily.




Simple Human Behavior

 Two Types of Responses
— Natural

\
N B

— Learned

Hackers will craft a scenario for you to
enter, in order to elicit a response
which they believe will give them the
result they are looking for.




Types of Attacks
& Real World Examples



Social engineering is a
component of the attack in
nearly 1 of 3 successful data
breaches, and it’s on the rise.

Source: 2016 Verizon Data Breach Investigation Report



5 Common Attack Methods

DUMPSTER DIVING
PRETEXTING
PHISHING
PHYSICAL ENTRY
ENTICEMENT
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Impaortant Delivery Information

ﬂ You forwarded this message on

Hello Carol,
Your package will be delivered tomorrow.

Far delivery time click the tracking number: 3565KKLAAKJO

Fill out this survey to receive
free shipping on your next order.

[ntegrity..
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Year-End Bonuses

Integrity..



Integrity..
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Putting It All Together

* Targeted attacks will always use
some form of social engineering

e Just like in military operations,
intel makes or breaks a mission

* Hackers may never even need to
use sophisticated technical
attacks if you provide the
information willingly




Don’t Fall for The Long Con

* Social engineering is nothing more than a con-game.
* The old “Long Con” has been ported to the digital world.
 Good cons are hard to spot.




Helpful Tips

Enforce a strong paper destruction process
Limit facility ingress/egress points
Challenge unknown people in secure areas

Implement technology to screen email and websites
for attacks



Employee Training

Prepare for different learning styles (audio, visual, hands-on)
Engage the employee; make a personal plea
Use gamification to enhance learning

Awareness is not training, and training is not awareness



Program Validation

* Social engineering testing engagements provide
assessments of how well your people, process,
and technology are functioning.




Summary

e Social engineering is here to stay and it’s growing

* Your organization will suffer a data breach due to
social engineering

* The study of human behavior has been used by criminals
for centuries, cybercriminals are no different

* Employees must be trained to spot social engineering and
how to react




