
Types of 
Information 
Security 
Policies

 Information security policy 
 Set of rules for the protection of an organization’s information 

assets

 Enterprise information security policies

 General security policy

 Issue-specific security policies

 Specific technology policy

 Systems-specific security policies

 Configurations



Enterprise 
Information 
Security Policy 
(EISP)

 Supports the mission, vision, and direction of the organization 

 Sets the strategic direction, scope, and tone for all security efforts

 Executive-level document

 Drafted by organization’s chief information officer

 Expresses the security philosophy within the IT environment

 Guides the development, implementation, and management of 
the security program

 Address an organization’s need to comply with laws and 
regulations in two ways:

 General compliance 

 Identification of specific penalties and disciplinary actions



Components 
of EISP



Issue-Specific 
Security Policy 
(ISSP)

 Addresses specific areas of technology

 Requires frequent updates

 Contains a statement on the organization’s position on a specific 
issue

 May cover:
 Use of company-owned networks and the Internet

 Use of telecommunications technologies (fax and phone)

 Use of electronic mail

 Specific minimum configurations of computers to defend against 
worms and viruses

 Prohibitions against hacking or testing organization security 
controls

 Home use of company-owned computer equipment

 Use of personal equipment on company networks

 Use of photocopy equipment



Components 
of ISSP



Systems-
Specific Policy 
(SysSP)

 Appear with the managerial guidance expected in a policy 

 Include detailed technical specifications not usually found in other types of 
policy documents

 Managerial Guidance SysSPs
 Guide the implementation and configuration of a specific technology

 Technical Specifications SysSPs
 General methods for implementing technical controls

 Access control lists
 Set of specifications that identifies a piece of technology’s authorized users and 

includes details on the rights and privileges those users have on that technology

 Access control matrix 
 Combines capability tables and ACLs

 Configuration rules 
 Specific instructions entered into a security system to regulate how it reacts to the 

data it receives

 Rule-based policies 
 More specific to a system’s operation than ACLs 
 May or may not deal with users directly




